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Abstract 
Cybersecurity is of paramount importance in today’s machine run world. With advancements 
in technology and innovative ways that hackers are implementing to acquire our data, we are 
prone to cyberattacks every second of the day. All our data, from credit/debit card numbers 
to information related to our personal life is stored somewhere on the cloud and if not easily, 
can be accessed with minimal effort. Almost everything around us can be controlled with the 
touch of a finger or just plain speech and this makes it easier for hackers to infiltrate our 
privacy. With advancements in Machine Learning (ML) and Artificial Intelligence (AI), 
cybersecurity engineers are finding ways to fend off any attacks intended to steal personal 
information. But findings show that these methods are not enough. Hackers misuse the power 
of today’s technology to gain unlawful access to vital information which when misused, can 
shut down companies altogether. The field of cyber security has immense scope, especially in 
today’s world. Unfortunately, todays engineers are not aware of the importance of 
cybersecurity and this has caused a poor supply to the immense demand. Surveys show that 
there will be 3.5 million unfilled cybersecurity jobs by 2021, up from an estimate of 1 million 
by Cisco in 2014. [6] It is evident that cybersecurity is of utmost importance today, than ever 
before.  
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INTRODUCTION 
We are living in the world of the internet. 
The internet is no more just a source of 
information. With its advancement, it 
brings about a plethora of opportunities. It 
has enormous importance in our lives as 
we use it for travel/tourism, shopping, 
finding jobs and most important, social 
media. When computers first came into 
existence, computer crimes were only 
confined to physically damaging the 
computers’ hardware, without affecting its 
software. With the advancement of 
computer technology, the crimes changed 
from causing physical damage, to making 
a computer malfunction using malicious 
codes called virus. Computer crimes then 
involved financial attacks on small 
businesses and companies, stealing their 
valuable information. The various threats 
that a computer and its network faces 
today are pharming, phishing, spyware, 
ransomware, botnets, spoofing etc. But the 
most appalling threat is of cyber terrorism, 
which brings down countries and big 
organizations as a whole. These computer 
attacks are increasing at a rapid pace. As 
of January 2018, the number of internet 
users is 4.021 billion and the number of 
active mobile users is 2.95 billion. [3] The 
cybersecurity community have predicted 
that cybercrime damages will cost the 
world $6 trillion annually by 2021, up 
from $3 trillion in 2015. [2] Ginni 
Rometty, IBM's chairman, president and 
CEO, said, "Cybercrime is the greatest 
threat to every company in the world." 
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predicted to exceed $5 billion in 2017. 
That's up from $325 million in 2015 — a 
15 times increase in two years and 
expected to worsen. [2] With all this kept 
in mind, how do we tackle such a 
problem? This is where Cybersecurity 
plays a crucial role. 
 
What is Cybersecurity? 
Cybersecurity is a combination of several 
technologies and processes that are 
designed mainly to protect precious data of 
systems and networks from cyberattacks. 
It is a means of protecting organizations 
and individuals from the unauthorized 
exploitation of their systems and networks. 
 
Need for Cybersecurity 
Bill Gates, in an interview said, “If your 
business is not on the internet, then your 
business will be out of business.” 
According to an infographic from Cisco, 
25 billion devices are connected to the 
internet as of 2015 [1], i.e. the internet has 
become the biggest marketplace ever. As a 
result, companies today have no choice but 
to go online. This makes them susceptible 
to Cyberattacks. Without securing 
themselves from cyber threats, these 
companies will eventually go out of 
business. This is where Cybersecurity 
comes into play as protection of valuable 
resources is of utmost importance. 
 
CYBERSECURITY FOR THE 
DIGITAL ERA 
Computers today are an integral part of 
everyone’s life.  The opportunities that it 
provides are increasing progressively. Due 
to this, cybercrime presents a serious risk 
to individuals, the public and nations as a 
whole. It’s been estimated that 
cybercrimes and internet-generated 
criminal activity costs the world’s 
economy in excess of $400 billion 
annually. [5] The financial loss due to 
cyber criminality will certainly continue to 
grow if left unchecked. 
 
Cybersecurity and the Internet of Things 
The Internet of Things (IoT) is a network 
of devices around us that can be accessed 
through the Internet. These devices can 
recognize and interact with each other 
using embedded technology. All said and 
done, the IoT plays an important role in 
improving quality of life. As a result, 
people are acquiring IoT devices in large 
numbers. But, these devices aren’t always 
secure, which means that more personal 
information will exist in the cloud and be 
passed back and forth to thousands of 
devices that are waiting to be exploited. 
One weak link in the security chain could 
provide hackers direct access to your 
personal data. For instance, home security 
systems, can be easily hacked into if the 
perpetrators gain access to security footage 
by which they can decode your passcodes. 
This is just one example. There are 
numerous ways that are implemented to 
gain unlawful access to your private data. 
This era brings with it all kinds of ways 
that hackers and other exploitative 
programs use to deceive and infiltrate our 
personal data. During the tech revolution it 
is important for us to be aware of the 
threats and also know how to tackle such 
threats thus keeping ourselves private. 
 
Cybersecurity and Machine Learning 
Why do we use machine learning in 
cybersecurity? Machine Learning models 
and algorithms have exceptional prediction 
capabilities. Using this, we can monitor 
and eliminate any attacks before any 
damage is inflicted. We use it to recognize 
malicious entities like virus, malware, etc. 
All security jobs that use machine learning 
can be put into the following categories: 
prediction, prevention, response and 
monitoring. To be more precise, they can 
be used for network traffic analysis, 
intrusion detection, anti-malware, web 
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behavior analytics. There are many areas 
where machine learning can be applied in 
addition to those mentioned above. 
Unfortunately, machine learning will never 
be a silver bullet for cybersecurity. There 
will always be hackers who try to find 
issues in our systems and bypass them. 
Therefore, if we detect 1000 attacks today 
using machine learning, new methods will 
be invented tomorrow. To make things 
worse, hackers could also use machine 
learning to carry out their unlawful deeds. 
If we want to protect our systems, machine 
learning is definitely not a silver-bullet 
solution, but at the same time, it will be 
mandatory in near future. 
 
CONCLUSION 
Cyber threats have advanced rapidly in 
recent times. The days when only skilled 
hackers could inflict damage are gone. 
Readymade malware kits have 
significantly lowered the bar for cyber 
criminals, as hackers require minimum 
effort to get into cyber corruption. 
Unfortunately, we do not have sufficient 
number of professionals to combat these 
cyber threats. Frost & Sullivan had 
forecast a 1.5 million worker shortage by 
2020. [4] Due to the ever-changing 
industry dynamics, this forecast has been 
revised to a 1.8 million worker shortage by 
2022, according to the 2017 Global 
Information Security Workforce Study. [4] 
Companies today are ready to make the 
most of new talent as cyberattacks can cost 
millions of dollars and can damage the 
company image. [4] The figures above 
show that skilled Cybersecurity 
professionals are the need of the hour. A 
good share of graduates today is not aware 
of the crunch for cybersecurity engineers. 
The only thing that will help resolve this 
problem is to educate engineers on the 
importance of cybersecurity.  
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